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BBEAEHWE

Hactosawaa [MonuTuka wHGOpMaunoHHOW 6e3onacHocTh  (ganee - ToivTuKa)
yupexgeHma OO0 «Aptem WPL» (manee - YupexpaeHue) sBnseTca  ouumasibHbIM
[LOKYMEHTOM.

Monutnka paspaboTaHa B COOTBETCTBMM C UensMK, 3ajadaMu M NpUHLMNaMK
obecrieyeHmss  6e30MacHOCTM  MEPCOHaIbHLIX  [JaHHbIX  WM3MIOKEHHbIX B «KoHLUenumu
NHopMaLMoHHoM 6e3onacHocT VCTTAH YupexaeHus».

MonuTtuka paspabotaHa B COOTBETCTBUM C TpeboBaHMsSIMU PeaepanbHOro 3akoHa ot 27
nona 2006 r. Ne 152-®3 «O nepcoHa/lbHbIX [AaHHbLIX» W MNOCTaHOBMEHUS [1paBUTeNnLCTBa
Poccuitickoin ®epepaumm ot 11 Hos6pa 2007 . Ne781 «O6 yTBepxAeHWM [lonoxeHus 06
obecrneyeHMn 6e30MaCHOCTM MEPCOHA/IbHBIX [AaHHbIX NPU UX 06paboTKe B MHKOPMALMOHHbIX
cucTemax NepcoHasIbHbIX JaHHbIX», Ha OCHOBaHWUN:

«PekomMeHfaumin no obecrieyeHnto 6e30MacHOCTN NePCOHANbHLIX AaHHbLIX NpY X 06paboTKe B
NH(POPMALMOHHBIX  CUCTEMAX MEPCOHAIbHBIX — AaHHbIX», YTBEPXAEHHbIX 3aMecTUTenem
AnpekTopa ®CTIK Poccun ot 15.02.2008 .,

«TUNoBbIX TpeboBaHWA MO opraHM3auumn 1 06ecneveHnIo (YHKLMOHNPOBAHUS LIN(POBa/IbHbLIX
(KpunTorpagmyecknx) cpeacTs, nNpegHasHauYeHHbIX 419 3aWUTbl MHOPMaLMK, He CoAepKallen
CBEAEHWA, COCTaBNAIOLWMX rOCYLAPCTBEHHYIO TaliHy B C/lyvyae W3 WCMOMb30BaHUS  As
obecrneyeHns 6e30MacHOCTM NepcoHabHbIX AaHHbIX MPU UX 06paboTKe B MH(OPMALMOHHBIX
cucTeMax MnepcoHasibHbIX AaHHBLIX», YTBEPXAEHHbIX pykosoacTBoM g LleHTpa ®CB Poccun
21.02.2008 1. Ne 149/6/6-662.- nonpaBkoii B 3akoH KpunTorpadus oTMeHeHa

B Monutnke onpeaeneHsbl TpebosaHus K nepcoHany VICIMAH, cTeneHb OTBETCTBEHHOCTU
nepcoHana, CTPYKTypa M HeobXOAuMbl YPOBEHb 3alMLLEHHOCTM, CTaTyC W [AO/MKHOCTHbIE
00513aHHOCTN COTPYAHUKOB, OTBETCTBEHHbIX 3a 0b6ecneyeHve 6e30MaCHOCTM MEePCOHa/IbHbLIX

[aHHbIX B ICIMOH YupexxaeHus.



1. OBWNME MOJTOXEHWNA
1.1. B HacTosAwel KoHuenummn ncnonb3yroTcs crefytoLe 0CHOBHbIE NMOHATUS:

ABTOMaTM3NPOBaHHaA CUCTeMa - CUCTEMA, COCTOAWAs M3 MepcoHasta M KOMMJeKca
CPefCTB aBTOMaTU3auun ero [esTeflbHOCTU, peanvsytowas MH(OPMAaLVOHHYK TEeXHOOM 1
BbINO/IHEHUS YCTaHOB/NEHHbIX (DYHKLIWIA.

AyTeHTU(MKALMA OTNPaBUTENA AaHHbIX - MOATBEPXKAEHUE TOro, YTO OTNpaBUTeNb
NOSTyYeHHbIX AaHHbIX COOTBETCTBYET 3asB/IEeHHOMY.

Be3onacHOCTb MepcoHasIbHbIX AaHHbIX - COCTOSIHME 3alMLLEHHOCTM MEPCOHAbHbIX
[aHHbIX,  XapakTepu3yemoe CrOCOOHOCTbIO  MO/b30BaTeneil, TEXHUYECKMX CPeAcTB U
NH(OPMaLMOHHbIX TEXHOMOMMIA 06ecneunTb KOHOUAEHLMAIbHOCTb, LeNOCTHOCTb U JOCTYMNHOCTb
MePCOHa/IbHLIX AaHHbIX NpY MX 06paboTKe B MH(OPMALMOHHBIX CUCTEMAX MePCOHASTbHbIX
[aHHbIX.

BuomeTpryecke nepcoHasibHblE [AaHHbIe - CBEAEHUs, KOTOpble XapakTepusytoT
(hn3nonornyecke 0CO6EHHOCTM YenioBeKa M Ha OCHOBE KOTOPbIX MOXHO YCTaHOBWUTb €ro
NMYHOCTb, BK/OYass oTorpagum, OTneyaTku nasblieB, 06pa3 ceTyaTku rnasa, OCOOGEHHOCTU
CTPOEHUS Tena n Apyryro nojo6Hy HQopMaluio.

BnokuMpoBaHue MNepcoHasIbHbIX fAaHHbIX -  BPEMEHHOe  MpekpalleHve  cbopa,
cucTeMaTtm3auuy, HakoMneHWs, UCNOMb30BaHWS, PacnpoCTPaHeHUs, MEePCOHa/IbHLIX AaHHbIX, B
TOM 4YumCrie UX nepesayun.

Bupyc (KOMMbIOTEPHbIA, NPOrPaMMHBbINA) - UCMOMHAEMbIA MPOrpaMMHbIA KoL WK
NHTEPNPETUPYEMBIA Habop WMHCTPYKUMIA, 06Mafatolimii CBOMCTBAMMN HECAHKLIMIOHMPOBAHHOMO
pacrnpocTpaHeHust U camoBocrpon3sefeHns. Co3faHHble Ay6nKaTbl KOMMNbIOTEPHOMO BUpYyCa He
BCerga COBMafaldT C OPUrMHANIOM, HO COXPaHSKT  CMOCOOHOCTb K AasibHenlemy
pacrnpocTpaHeHWIO 1 CaMOBOCMPOU3BEAEHNIO.

BpegoHocHass nporpamma - nporpaMma, npeAHasHavyeHHas A1  OCYLUECTB/IEHUS
HeCaHKLMOHMPOBAHHOIO JocTyna 1 (Mnn) BO3LECTBMS Ha MEPCOHa/IbHbIE JaHHbIe WX Pecypchbl
NH(OPMaLMOHHON CUCTEMbI NEPCOHANTbHBIX JaHHbIX.

BcrnomorartenbHble TEXHUYECKME CPeACTBa M CUCTEMbI - TEXHWYECKMe Cpeactsa u
CUCTEMbI, He MpeAHa3HaYeHHble AN nepegaqn, 06paboTKM U XpaHeHUS NepPCOHasIbHbIX AaHHbIX,
yCTaHaB/MBaeMble COBMECTHO C TEXHWYECKUMMW CPeACTBaMMU U cUCTeMaMy, MpeaHasHaveHHbIMU
0N 06paboTKM  MEePCOHaIbHLIX  AaHHbIX WM B MOMELLEHMAX, B KOTOPbIX YCTaHOB/IEHbI
VH(POPMaLMOHHbIE CUCTEMbI MEPCOHASTbHBIX AaHHBIX.

Joctyn B OnepauuoHHy0 cpefy  KoMmnbtoTepa  (MH(OPMauMOHHON  CUCTEMbI

NepcoHa/1IbHbIX ,anHbIX)- nostly4yeHne BO3MOXKHOCTM 3aryCka Ha BbIMO/IHEHME LUTATHLIX KOMaHz,



(hYHKUWIA, npoueayp OnepauyioHHOM CUCTEMbI (YHUUTOXEHWS, KOMMPOBaHWUSA, MepemeLLeHns U T.n.),
MCMOMHAEMbIX (PaifioB NPUKNAAHBIX MPOrpamM.

JocTyn K H(opmaLmm - BO3MOXXHOCTb MO/yHeHWst MH(hOPMAaLIM 1 ee UCMO0/b30BaHNS.

3aknafilouHoe YCTPOMCTBO- 3/IEMEHT CPeACTBa CbheMa MH(OPMAaLMK, CKPbITHO BHEPSEMbII
(3aKnadpiBaeMblii UM BHOCKMMbIA) B MeCTa BO3MOXHOIMO CbeMa WHdopMmauyun (B TOM uucnie B
OrpaxkieHne, KOHCTPYKLWMIO, 060pyA0BaHVe, NpeaneTbl MHTEPbEPa, TPAHCMOPTHbIE CPEACTBa, a Talkke B
TEXHNYECKME CPeACTBA N CUCTEMbI 06paboTKM MH(opMaLmK).

3awmiaeman MHGOpPMaLMs - MHOpMaLUmMs, SBMSKOLLAACA NPegMeTOM  COOGCTBEHHOCTU U
nog/iexallias 3alTe B COOTBETCTBMM C TPebOBaHMAMM MPaBOBbIX AOKYMEHTOB WM TpeboBaHWSMM,
yCTaHaB/BaeMbIMV COGCTBEHHWMKOM MHOPMALWN.

MpeHTuUdmKauma - MpucBoeHVe cyobekTam 1M 06beKTam OCTyna uaeHTUpukaropa n (um)
CpaBHeHWE NPeLbsB/ISEMOro MAEHTUNKATOPA C NepeyHeM MPUCBOEHHBIX UAEHTU(NKATOPOB.

VH(hopMaTUBHBIA CUTMHAaN- 3EKTPUYECKME CUMHabl, aKyCTUYECKNMe, 3MIEKTPOMarHUTHbIe 1
[pyrvie (pm3ndeckve Mons, Mo rapameTpam KOTOpbIX MOXET ObITb pacKpbiTa KOH(MAEHLMabHas
MH(opMaLms (nepcoHasibHble AaHHbIE) 06pabaTbiBaeMass B MH(OPMALMOHHOM CUCTEME MEPCOHaSTbHbBIX
[aHHbIX.

MHgopMaumoHHas cucteMa nepcoHasibHbIX aaHHbIX (MCIMAH) - nMHGpopMauoHHas
cucTeMa, NpeAcTaBnstoLLas CO60/ COBOKYMHOCTb MEPCOHa/IbHBLIX [aHHbIX, COAepXaliMXcs B
6ase AaHHbIX, a Takke MHHDOPMAaLNOHHBIX TEXHONOMMIN N TEXHUYECKMNX CPeACTB, MO3BOMSHOLMX
OCYLLECTB/IATb  00pabOTKY TakUX MEepPCOHa/IbHbIX [aHHbIX C  UCMOMb30BaHWEM CPefCcTB
aBTomarusaummn unm 6e3 ncrnosib3oBaHUA TakUX CPeacTs.

MHhopMaLMOHHBbIE TEXHOMOMMM - MPOLIECCHI, METOAbI MOWCKa, COopa, XpaHeHWs, 0bpaboTKw,
NpeaocTaB/ieHns), PacrpoCTpaHeHNs MHGoPMaLMM 1 Crocobbl OCYLLLECTB/IEHNA TakKMX MPOLECCOB U
METO/0B.

Vicnonb3oBaHe MNepCOHasIbHbIX JaHHbIX - AelACTBUSA (onepaummn) ¢ nepcoHasbHbIMU
[aHHbIMK, COBEpLUaeMble OMepaTopoM B LENAX MPUHATMA PeLleHWin UK COBEPLUEHUS MHbIX
[eCTBUIA, NOPOXAAIOLWMX FOPUANYECKME MOCNEACTBUS B OTHOLLIEHUM CYObeKTa NepCcoHasIbHbIX
[aHHbIX WU ApYyrux nuy nvbo MHbIM 06pa3oM 3aTparmBarolyx npasBa M CBOOOAbI Cy6beKTa
NMepCOHasbHbIX AaHHbIX UK APYTUX NIL,

VICTOUHMK Yrpo3bl 6e30MacHOCTU MHopMaLmMm - Cy6beKT JOCTyNa, MaTepuaibHbIA 06bEeKT
WM (IM3NYECKOE  SB/IEHME,  SBNSAIOLLWMECS MPUYMHOM  BOSHWMKHOBEHWSI  Yrpo3bl  6e30MacHOCTM
NHopmMaL K.

KoHTponnpyemass 30Ha- MPOCTPaHCTBO (TEPPUTOPUSA, 3[aHUe, YacTb 3[4aHKS, NMOMELLEHVE), B
KOTOPOM MCK/IKOUEHO HEKOHTPO/IMpYeMoe MpebbiBaHMe MOCTOPOHHUX /L, & Takke TPaHCMOPTHbIX,

TEXHNYECKMX U NHBIX MaTepna/ibHbIX CPEACTB.



O6paboTKa NepcoHasIbHbIX faHHbIX- AeACTBMA (Onepauyn) ¢ NePCOHaIbHbIMM JaHHbIMM,
BK/OYasi COOp, CUCTEMATM3ALMIO, HAKOM/IEHWE, XpaHeHue, YTOYHeHWe (OOHOB/IEHME, W3MEHEHME),
CMOMb30BaHMe, pacnpocTpaHeHne (B TOM uucne nepefady), 06e3nmMumBaHve, GMOKMPOBaHME,
YHUUTOXEHWE NePCOHaIbHbIX JaHHbIX.

O6LLeaoCTYNHbIE  MepcOHasIbHble  AaHHble -  NepcOHaNbHble  [aHHble,  AOCTYnN
HeorpaHM4YeHHOro Kpyra AL K KOTOPbIM NpefoCTaBfieH € corfiacus cybbekTa nepcoHasIbHbIX
[aHHbIX WX Ha KOTOpble B COOTBETCTBMM C (heflepa/ibHbIMN 3aKOHaMW He pacrpocTpaHseTcs
Tpe6oBaHWe COOMOAEHNS KOH(UAEHLNANBHOCTH.

OnepaTop (NepcoHasIbHbIX AaHHbIX) - FOCYAAPCTBEHHbIA OpraH, MyHULMNa/IbHBIA OpraH,
HOPUANYECKOE WM  (IM3NYECKOE /L0, OpraHu3ytollee U (Wm) OCYLLECTBAAOLLEE 06paboTKy
MePCOHa/IbHLIX AaHHbIX, a TakKe Ornpedenstowye LUeM 1 coaepkaHne 06paboTKM NepcoHasbHbIX
[aHHbIX.

TexHNYeCcKWe cpeacTBa MHGOPMALMOHHOM CUCTEMbI MEPCOHA/IbHBLIX AaHHbIX - CPeacTsa
BbIYNC/INTENTBHOM TEXHWKM, NH(POPMALMOHHO-BbIYMCIUTENbHBIE KOMI/IEKChI U CETW, CPEACTBA U CUCTEMbI
nepegaun, npvema u o6pabotki TMOH (cpeactBa M CUCTEMbl  3BYKO3aruCK,  3BYKOYCWUIEHMS,
3BYKOBOCMPOU3BEAEHNS, MEPEroBOPHbIE W TENEBM3VOHHbIE YCTPOICTBA, CPeACTBa W3rOTOB/IEHNS,
TUPKMPOBAHMA [OKYMEHTOB W ApYyrue TEXHWYECKMe CpeacTBa 06paboTKM peuyeBOid, rpafruyeckon,
BUAEO- N OYyKBEHHO-LM(POBOM MH(opMaLyK), NporpaMMHble cpeacTsa (OrnepaLvoHHbIe CUCTEMbI,
CUCTEMbI YMpaB/eHns Ga3amMn AaHHbIX W T.M.), CPeACTBa 3alyTbl MH(OpMaLWK, NPUMEHseMble B
VH(POPMALIMOHHbIX CUCTEMAX.

MepexBaT  (MH(oOpMauwuwn) -  HempaBOMepHOe  MNOMy4YeHWe  MHdopmauun ¢
MCNO/Mb30BaHWEM TEXHUYECKOrO CPeACcTBa, OCYLLECTB/AIOLWEro OOHapyXXeHue, npuem U
06paboTKy MH(OPMATUBHBIX CUIHA/IOB.

MepcoHasibHbIE JaHHbIe - N1l06as UHMoPMaLUWs, OTHOCALWAACS K OnpeaeseHHOMY Win
onpefensieMOMy Ha OCHOBaHUWM TakOM MH(opMauuy  uandeckomy nuyy  (CyObekTy
MepCcoHasIbHbIX AaHHbIX), B TOM YuC/ie ero hamunus, UMs, 0TYeCTBO, rogd, Mecsl, gara v Mecto
POXAEHWs, afpec, CeMeliHoe, CcouuasbHOe, WMYLLECTBEHHOE MOJOXEHME, 06pa3oBaHue,
npodeccus, Aoxoabl, Apyras UHHopMaLms.

Mo60YHbIE 3/M1EKTPOMArHUTHbIE  U3/TYYEHUW W HABOAKMW -  3/1eKTPOMArHUTHble
N3NYYeHNs TEXHUYECKUX CPeACTB 06paboTKM 3ajuLiaeMoin MHGopMaLmKn, BO3HMKAKOLME Kak
NoboYHOEe $B/IEHWE W BbI3BAHHbIE 3MIEKTPUYECKUMW  CUTHANAMW, [EACTBYHOWMMUA B UX
3NEKTPUYECKUX M MArHUTHBIX LENAX, a TakkKe 3/1eKTPOMarHUTHble HaBOAKW 3TUX CUTHaN0B Ha

TOKonposoAALWmMe NMHUN, KOHCTPYKLUMN L LENN NUTaHUA.



TeXHNYECKMIA KaHa/n YTeuKM WHGOPMaLnnM -  COBOKYMHOCTb HOCUTENS  MHGopMaLmm
(cpenctBa 06pabOTKM), (PU3NYECKOM Cpefdbl pacnpoCTPaHEHUS MH(POPMAaTUBHOIMO CUrHana 1 CpeacTs,
KOTOPbIMU 06bIBAETCA 3aLyLLiaemMas MHpopMaLms.

TpaHcrpaHuyHasa nepefada MnepcoHasibHbIX [aHHbIX - nepedada MNepCcoOHaNbHbIX
[laHHbIX OnepaTopoM 4epe3 MocyAapCTBEHHYO rpaHuLy Poccuiickoi deaepaummn opraHy BnacTu
WMHOCTPAHHOIO  rocyfapcTea, (PU3MYECKOMY WM HOPUAMYECKOMY fIALY  MHOCTPaHHOro
rocyfapcraa.

Yrposbl 6e30MacHOCTU MepPCcOHasIbHbIX AaHHbIX- COBOKYMHOCTb YCMOBUA U (haKTOpPOB,
CO3aH0LLIMX OMACHOCTb HECAaHKLWIOHUPOBAHHOMO, B TOM YMC/e C/lyHaliHOro, AOCTYMa K NepcoHasbHbIM
[aHHbIM, pe3y/ibTaToM KOTOPOro MOXET CTaTb YHUUTOXEHWE, U3MeHeHe, 6/10K1poBaHMe, KONMpoBaHUe,
pacrpoCTpaHeHne NEPCOHabHbIX AaHHbIX, a Takke WHbIX HECAHKLWOHMPOBAHHBIX AEACTBUA MpU UX
06paboTKe B MH(OPMALMOHHON CUCTEME MEPCOHANbHBIX AaHHbIX.

YHNUTOXEHME MEePCOHaNIbHbIX AaHHbIX- OEACTBUS, B pe3y/bTaTe KOTOPbIX HEBO3MOXHO
BOCCTAHOBUTb COAEPKaHME MEPCOHANbHLIX AaHHbIX B WMHMOPMALMOHHOM CUCTEME MePCOHasTbHbIX
[aHHbIX W B pe3y/ibTaTe KOTOPbIX YHUUTOXAKOTCA MaTepuasibHble HOCUTENIM MEepCOHaSIbHbIX
[laHHbIX.

YTeuka (3awpiaeMoin) UHGopMaumMn no TEXHUYECKMM KaHaslam- HEKOHTPO/Mpyemoe
pacrnpocTpaHeHre VH(OPMaLM OT HOCUTENS 3aLLMLLIAEMOIA MHAOPMaLIMA Yepe3 (PU3MYECKYHO cpedy [0
TEXHUYECKOr0 CPeACTBa, OCYLLECTB/IAKOLLIErO NepexsaTt HQopMaLmm.

Yupex/eHue- yupexneHus 3[4paBoOXpaHeHusi, CcoumasibHOM  cihepbl, Tpyda WU
3aHATOCTHW.

YU13BUMOCTb- CfabocTb B CPeAcTBax 3allyTbl, KOTOPYH) MOXKHO MCMOMb30BaH» [
HapYLLEHWS CUCTEMbI UM COAEPXKALLIEICS B HE MHApOpMaLN.

LlenocTHoCTb  MHopMaLUmM-  CMOCOBHOCTb  CPEACTBA  BbIMMC/MTENIBHOM  TEXHWUKN WA
aBTOMAaTM3VPOBaHHOM CUCTEMbI 0GeCreYVBaTb HEM3MEHHOCTb MHOpMaLy B YCMOBUSIX CTy4YaiHOro

nWwnm npeHamMepeHHOro UCKaxKeHNs (paspyLueHus).

1.2. O603HaYeHNs 1 COKpaLLEHNS:
ABC - aHTMBMpPYCHbIE CpeacTBa

APM —aBTOMaTU3MPOBaHHOE paboyee MecTo

BTCC - BcrnomoraresibHble TeXHUYECKNE CPEeLCTBA U CUCTEMbI
WCMAH - nHgpopmaLmoHHas cucTema nepcoHasbHbIX AaHHbIX
K3 - KOHTponmpyemas 30Ha

NBC - nokanbHasa BbIYNCIUTENbHAA CETb

M3 - MeXceTeBoW 3KpaH

HC/,- HeCaHKL/OHMPOBaHHbIA AOCTYM



2. OB/IACTb AEVACTBUA

TpeboBaHMs HacTosILei [oNMTMKM  PachpoCTPaHAIOTCS Ha  BCEX  COTPYAHMKOB
YupexaeHus (LUTaTHbIX, BPEMEHHbIX, PabOTaIOLLMX MO KOHTPAKTY U T.M.), @ TAKXKE BCEX MPOUMX

vy, (NoapsaYnKN, ayanuTops 1 T.0.).

3. CNCTEMA 3SAWNTBI MEPCOHAJIbHbIX JAHHBLIX

CuncTema 3almTbl NepcoHanbHbIX AaHHbIX (C3ILLUH), cTpouTCA HA OCHOBaHUM:

» «OTtYyeTa 0 pe3ynbTaTax MPOBeAEHNS BHYTPEHHEN MPOBEPKU;

* «[lepeyHs nepcoHa/IbHbIX AaHHbLIX, MOAMIEXAaLLMX 3aLLmTe»;

* «AKTa Knaccmgpukaumm nHHoPMaLNOHHOW CUCTEMbI NMEPCOHANTbHBIX JaHHbIX;

* «Mogenu yrpo3 6e30MacHOCTM NePCOHa/IbHBIX AaHHBIX»;

o «[lMonoXeHnsi O pasrpaHVyeHUn npaB AocTyna K obpabaTbiBaemMbiM MepCcoHasIbHbIM
LAaHHbIM»;

e PykoBogawmx gokymeHtoB ®CTIK n ®Cb Poccun.

Ha OCHOBaHMM 3TUX [JOKYMEHTOB ONpPeAensieTcs HeOOXoANMBbIA YPOBEHb 3allMLLEHHOoe™
MUH kaxxgoi UCMAOH YupexxaeHnsi. Ha 0CHOBaHMM aHanm3a akTyaslbHbIX Yrpo3 6e30MmacHOCTU
MAH onucaHHoro B «Mogenu yrpo3» n «OTyeTa O pe3y/nbTaTaX MNPOBEAEHMSI BHYTPEHHEN
NPOBePKe», AenaeTcs 3aKNt0YeHne 0 HeOOXOAMMOCTM WUCMO/b30BaHUA TEXHUYECKUX CPEeACTB U
OpraHn3aLUMoHHbIX  MeponpuaTuin - ans  obecneyeHns  6esonacHocTn [AH. BblbpaHHble
HeobXoAMMble MEPONPUSATUA OTpaxXatoTcst B «[1naHe MeponpuATUii MO 06ECMeYEeHUI0 3aLnThbI
M0H».

Ona kaxpgon VCMOH aomkeH ObiTb COCTaBNEH CMMUCOK WCMO/Mb3YEMbIX TEXHUYECKUX
CPeLCTB 3alliMTbl, a TaK Xe NporpaMmMHOro obecrneyeHus yyacTBytowlero B 06paborke MAH, Ha
BceX anemeHTax NCIAH:

» APM nonb3oBarenei;

» Cepsepa NpUIOXKEHWIA;

« CYB[,

* [paHuua N1BC;

» KaHanos nepefauun B ceTvt 00LLEr0 Mosb30BaHNA U (UNN) MEXAYHAPOAHOro 06MeHa, ecm

no HUM nepepatotca MAH.



B 3aBucuMMoCTM OT ypoBHA 3awmweHHocT WCIMIOH » akTyanbHbIX yrpos, C3MAH
MOXET BK/H04aTh C/eaytoLie TeEXHNYECKMe CpeacTBa:
*  aHTMBMPYCHble CpeacTBa A5 paboumnx CTaHLMiA NoNb30BaTesNeid 1 CePBEPOB;
* CpefcTBa MeXCeTeBOro 3KpaHUpOBaHUS;
e CpeAcTBa KpUMTOrpauyeckor 3awuTbl MHGOpMauMn, npu nepefade 3aliuLLaemMoit

MHopMaLMK NO KaHasam CBSI3W.

Tak >Xe B CNUCOK [O/MKHbI OblTb BKAKOYEHbI (DYHKUMKU 3alimTbl, 06ecrneyvBaemMble
LUTaTHbIMK cpefcTBaMm 06paboTkm MAH onepaumoHHbIMK cucteMamu (OC), npuknagHeiM HO
N creymasibHbIMU KOMIIEKCaMK, peasin3yoWwmnmmn cpefcTBa 3amTbl. CrMCOK QYHKLUMIA 3alnThbl
MOMXET BK/IHOYaTh:

* ynpaBneHWe 1 pasrpaHnuyeHne JoCTyna nosb3oBaTenei;
* perucTpaumio 1 yyeT AencTBumin ¢ nHhopmaumei;
e o0becneymBaTb Le/IOCTHOCTb AaHHbIX;

* MPOM3BOANTbL OGHAPYXXEHWIN BTOPXKEHUIA.

Cnu1cok 1cnonb3yembiX TEXHUYECKUX CPeLCTB OTpakaeTcs B «[lnaHe MeponpuaTuid no
06ecneyeHunIo 3aLnTbl NEPCOHANTbHBIX AAHHbIX».

CnuncoK 1cnonb3yemblX CPeACTB AO0/MKEH MOALEPXKMBATLCA B aKTya/lbHOM COCTOAHUW.
Mpn  un3MeHeHWM cOCTaBa TEXHUYECKUX CPeAcTB 3awutbl  wam  anemeHTos  WCTAH,
COOTBETCTBYIOLUME W3MEHEHMSI  [O/DKHbI  OblTb  BHeCeHbl B CMNWUCOK W YTBEPX[EHbI

PYKOBOAUTENEM YUPEXIEHWs UK NIMLOM, OTBETCTBEHHBIM 3a 0becrieveHve 3awmTbl MAH.

4. TPEBOBAHUA KTIOACNCTEMAM C3INaH

C3IM4H BKOYaeT B cebsi cneayroLLme NoacuCTeMb:
* YNpaB/ieHUs JOCTYMNOM, PErncTpauun 1 yyeTa;
» obecreyeHns LeIoCTHOCTM U AOCTYMHOCTMY,
*  AHTMBUPYCHOW 3aWThI;
*  MEXCETEeBOro 3KpaHMpoBaHus;
*  aHaM3a 3allMLLEHHOCTH;
e 0OHapY>XeHUsi BTOPXKEHWIA,

s KpuNTOrparyecKoii 3almThbl.



Moacuctembl C3MOH MMEKT pas3nMyHbIA - (DYHKUMOHA B 3aBMCMMOCTM OT Kracca
NCIMAH, onpefeneHHOro B «AKTe Knaccupukaumm MHHOoPMaLMOHHON CUCTEMbI NEPCOHAsbHBIX
LAHHbIX».

Cnuncok cooTBETCTBMA  (hyHKUMIA  nogemctem  C3MAH  Knaccy  3alULeHHOCTU

npeacTasneH B MNpunoxeHun 1

4.1 lopcucTembl yrnpasieHUs OCTYMNOM, perucTpaumm n yyeta
MMogcuctema ynpasneHWss [OCTYNMOM, perucTpaumMmM M ydyeta npefHasHayeHa Ans

peanu3aummn cnegyroLwmx QyHKUWIA:

*  MAEHTU(MKALMM 1 NPOBepKa NOLMHHOCTU CyObLEeKTOB focTyna npu Bxode 8 CMAH;

*  naeHTUMKALMM TEPMMHANOB, Y3/I0B CETW, KaHa/loB CBSA3M, BHELLUHWX YCTPOMCTB MO
NOTNYECKMM MMEHAM;

*  MAeHTUMKauMM nporpamMm, TOMOB, KaTasioroB, (baiinioB, 3anuceil, nonei 3amnmcein no
MMeHamM;

e peructpaumm Bxofa (BbIxofga) CyO6bLEKTOB [AOCTyna B CUCTEMY (M3 CUCTEMbI), 160
perncTpaumsa 3arpyskim 1 MHALManm3aLum onepaLyioHHoR CUCTEMbI 1 ee 0CTaHOBa.

e permcTpaummu NonbITOK AOCTYNa NPorpaMmHbIX CpeacTs (MporpaMm, MPOLIECCOoB, 3adad,
3afaHunin) K 3awmiiaembim ganam;

* perucTpauumn MonbITOK 4OCTYNa NPOrpaMMHbIX CPeAcTB K TepMuHanaM, KaHanam CBSi3W,

nporpamMmam, ToMaMm, Katasioram, Cb&VU'I&M, 3anuncam, nonsam 3anuceil.

MoacucTema ynpasfieHNs LOCTYNOM MOXET ObITb peasiv3oBaHa C MOMOLLGHO LUTATHbIX
cpeacTB 06paboTku MAOH (onepaunoHHbIX cucTeM, NPUNoXKeHUn n CYBL). Tak e MOXET ObITb
BHELPEHO CneuuasibHOe TEXHWYECKOe CPefcTBO WAM  MX KOMIMJIEKC OCYLUeCTBAsoLme
[OMOSIHUTENbHbIE MepPbl MO ayTEHTUMUKALMN MU KOHTPOMD. Hanpumep, NpUMeHeHve efuHbIX
XPaHWMNLL,  YYETHbIX  3anuceil  Mosb3oBaTened W PErucTpauMoHHON  MHGopMaumu,
NCNONb30BaHE BUOMETPUYECKMX U TEXHUYECKUX (C MOMOLLBI0 3/IEKTPOHHBIX MPOMYCKOB) Mep

ayTeHTUMKALWKN 1 APYTUX.

4.2 Mopacuctema 06ecneyveHns LenoCTHOCTU M JOCTYMHOCTU
Moacuctema oGecneyeHWss  LENOCTHOCTM WM AOCTYMHOCTM  NpeAHasHayeHa Ans

obecreyeHnss LENOCTHOCTU M AoCTynHocTU [AH, NporpammHbIX W annapaTHbIX CPeACcTB
NCMNAH YupexieHns, a TaK >Xe CPeAcTB 3aWuTbl, MpW  CAy4yanHOW WAM  HaMepeHHOM

MoAuMKaL N,
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MoacucTeMa peann3yeTcs C  MOMOLLbI0 OpraHM3alMy  Pe3epBHOTO  KOMUPOBAHWS

0bpabaTbiBaeMbIX JaHHbIX, a TaK Xe pe3epBMpoBaHNEM K/HOUeBbIX 3neMeHToB VCTIAH.

4.3 MopacncTeMa aHTUBMPYCHOM 3aLLMTbI

MogcmcTeMa aHTUBMPYCHON 3alUTbI MpeaHasHauyeHa Ans 06ecrneyeHns aHTUBUPYCHOI

3almThl cepepoB U APM nonb3osateneit ICIMAH YupexaeHus.

CpeficTBa aHTMBMPYCHOI 3allMTbl MpeAHa3HauyeHbl [ peanusauun  CredyroLmx

(hYHKUWMIA:

PE3NAEHTHbIN aHTUBUPYCHBIA MOHUTOPUHT;

aHTMBUPYCHOE CKaHUPOBaHVE;

CKPUNT-B6/10KNPOBaHWe;

LIEHTPa/IM30BaHHYO/yA/IEHHYHO YCTaHOBKY/AEUHCTANNALMIO aHTUBUPYCHOIO MPOAYKTA,
HaCTPOIKyY, aMUHUCTPUPOBAHKE, MPOCMOTP OTYETOB M CTATUCTUYECKOW WMH(opMaLmm
no paboTe NPOAYKTa;

aBTOMaTU3NPOBaHHOEe O6HOB/NEHME aHTUBMPYCHbIX 6a3;

OrpaHu4YeHne npaB MO/b30BATENIi HA OCTAHOBKY WCMOMHSAEMbIX 334a4 U U3MEHeHWs
HaCTPOeK aHTMBUPYCHOro NPOrpaMMHOro 06ecneyeHns:;

aBTOMATMYECKMI 3anycK cpa3y nocne 3arpy3ku ornepalyioHHON CUCTEMbI.

MoacucTema  peanm3yeTcs  MyTeM  BHEAPEHWS  CMELManbHOro  aHTUBMPYCHOIO

nporpaMmmHoro obecneyeHus Ha Bce anemeHTbl ICTAH.

4.4 TMoacuctema MeXCeTeBOro aKpaHMpoBaHMA

MofcrcTeMa MEXCETEBOTO IKPAHMPOBaHUS NPeAHasHaueHa Ans peanusauyun cneayroumx

(DYHKLWIA:

(MNbTPaUMM OTKPbLITOrO M 3alM@pPoBaHHOIrO (3akpbIToro) IP-Tpauka no cregytowmm
napameTpam;

(hmKcauumM BO BHYTPEHHUX >KYpHatax WHGpOpMauMmM O MPOXOAALLEM OTKPbITOM W
3aKpbITOM 1P-Tpadike;

NOEHTUPUKALMA N ayTEHTUPUKaLMIO aAMUHUCTPATOPa MEXCETeBOro 3KpaHa Mpu ero
NOKa/IbHbIX 3arpocax Ha fOoCTyn;

permctpaymn Bxoga (BbIX0Aa) afAMUHMCTPATOpPa MEXCETEBOIO 3KpaHa B cuCTemy (U3
CUCTEMbI) MO0 3arpy3Kn U MHULMAIU3aLUN CUCTEMBI 1 ee MPOrpaMMHOro OCTaHOBa;
KOHTPO/S LeNOCTHOCTW CBOE MPOrpamMmMHON 1 MH(OPMaLMOHHOW YacTu;

(unbTpaLumM NakeToB CMY>KEOHbIX MPOTOKOMOB, CAYXaWmMX A0S AWarHOCTUKK U
ynpaBfeHns paboToi CEeTEBbIX YCTPOWCTB;
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* (MNbTpauMM C Y4eTOM BXOAHOIMO M BbIXOAHOIO CETEBOrO WHTepdeiica Kak CpeacTso
MPOBEPKM MOA/IMHHOCTU CETEBbLIX afpecos;

* permcTpaumu 1 yyeTa 3anpalLimBaeMbIX CEPBUCOB MPUKNQAHOMO YPOBHS;

*  6/I0KMPOBaHMSA AOCTYMa HENAEHTU(PULMPOBAHHOIO 06bEKTa UK CYObeKTa, MOLIMHHOCTD
KOTOPOro npu ayTeHTUPUKaumu He MOATBepAMIach, MeToAaMu, YCTOMYMBLIMKA K
nepexsarty;

* KOHTPO/ISi 32 CETEBOM aKTUBHOCTLHO MPUIOXEHWUIA 1 OBHAPY>KEHUS CETEBLIX aTak.
MofcucTema  peann3yeTcd  BHeApPeHUMEM  MpOorpaMMHO-annapaTHbIX — KOMIJIEKCOB

MEXCeTeBOro aKpaHMpoBaHUs Ha rpaHuue JICB, knaccom He Huxke 4.

4.5 MNMopgcuctema aHann3a 3almLLeHHOCTH
MofcmncTema aHaM3a 3allyLLEHHOCTM, JO/MKHa 06ecrnevmBaTth BbISBMIEHWUS YA3BMMOCTER,

CBSI3aHHbIX C OWKnbKaMn B KoHurypauun MO WUCIAH, KoTopble MOryT 6biTb MCMO/b30BaHbI
HapyLUMTenem Ana peasvsauum atakm Ha CUCTEMY.
PYHKUMOHAN NOACUCTEMbI MOXET OblTb peasi30BaH MPOrpaMMHbLIMU U NPOrPaMMHO-

annapaTHbIMW CPeACTBaMU.

4.6 Mopacnctema 06HaPY>XEHNS BTOPXKEHWI
MoacnucTeMa OGHAPY>XEHUSt BTOPXKEHWI, AO0/MKHA 006ecneymBaTb BbISIBIEHWE CETEBbIX

atak Ha anemeHTbl WCIOH NOAKMOYEHHbIE K CETAM 06Wero mnonb3oBaHus u  (1nm)
MeXayHapo4HOro obmeHa.
®PYHKLMOHAN NOACUCTEMbI MOXET OblTb pean30BaH MPOrpaMMHbIMA U NPOrPaMMHO-

annapaTtHbIMK CpeacTBamMmu.

4.7 Mopcnctema KpMnTorpapuyeckon 3almTbl
(nonpaBKoil K 3aKOHY No 152 kpunTorpagua oTMeHeHa)

MoacmcTeMa KpUNTOrpaUuecKon 3alimTbl npeAaHasHaveHa Ans uckmouveHns HCLO K
3almiiaemoin nHgopmauymn B ICMNAOH YupexaeHus, npu ee nepegadun no KaHanam CBA3N CeTeid
06LLEero Nonb30BaHMs U (UK) MeXAYHapoAHOro 0bmeHa.

MoacucTemMa peann3yeTcs BHEAPEHWA KPUMNTOrpauyeckmx nporpaMMHO-anmnapaTHbIX

KOMI1/IEKCOB.
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5. NMONB3OBATENN NCIAH

B «KoHuenuun vHgopmaLroHHON 6e30MacHOCTM» OnpefenieHbl OCHOBHbIE KaTeropumu
nonb3oBatene. Ha OCHOBaHUWM 3TUX KaTeropuil [Ao/mMKHA ObITb MNPOM3BEAeHa TUMM3aums
nonb3osareneit ICI'LLIH, onpegenieH NX YpOBeHb A0OCTYMNa U BO3MOXHOCTW.

B WCIMOH YupexaeHns MOXHO BblAeNUTb CreaytolimMe rpynnbl  Monb3oBaTenei,
y4yacTBYOLWMX B 06paboTke 1 XxpaHeHUn MOH:

e AaMUHUCTpaTOpa 6e30MacHOCTY;

e ApgmuHuctpatopa NCT14H;

*  AAMUHUCTpaATOpa CeTH,

* Onepatopa APM,;

e [porpammucta-paspabotunka NCraH.

[JaHHble 0 rpynnax rnosib30BaTensx, ypoBHe UX AOCTyna U MHPOPMUPOBAHHOCTU LO/MKEH
ObITb OTpaXeH B «[llofoXKeHMe O pasrpaHMyeHuMn npaB focTyna K 06pabaTbiBaeMbiM

NepcoHasibHbIM AaHHbIM>.

51 AamuHucTpaTop 6e30nacHOCTU
AAMUHUCTpaTOp  6e30MacHOCTW,  COTPYAHUK — YUpeXieHusi, OTBETCTBEHHbIA  3a

(yHKumMoHpoBaHe C3IMAH, BKMOYas O6CNYXMBaHWE W HACTPOMKY afMWUHUCTPaTUBHOM,
CepBEPHON U KIMEHTCKOM KOMMOHEHT.
AamunHucTpaTop 6e3onacHOCTM 061aAaeT cneayroLmMM YPOBHEM A0CTYNa 1 3HaHWIA:
e 06nagaeT npaBamu AamuHuctpatopa NCIMAH;
e 06nagaeT NonHom nHgopmaumein 06 NCMAH;
* VMeeT JOCTyn K CpeAcTBaM 3alliMTbl MH(OPMAaUMM MU MPOTOKONMPOBAHWUA, a TakKXe K
4yacTn Knro4yeBblx anemeHToB VICTAH;
* He WMeeT npaB AoCTyna K KOH(UIypUpOBaHUIO TEXHUYECKUX CPeacTB CeTv 3a

UCK/HOUYEHNEM KOHTPO/bHBIX (MHCMEKLIMOHHBIX).

AamnHUCTpaTop 6€30NacHOCTM YMNOTHOMOYEH:

* peann3oBbiBaTb MOAUTUKM 6e30MacHOCTM B 4vacTU HacTpoilkm C'K3W, MeXceTeBbIX
3KpaHOB W CUCTEM OO6Hapy)XXeHWs aTak, B COOTBETCTBUM C KOTOPbIMU M0/b30BaTE/b
(Onepatop APM) nony4yaeT BO3MOXXHOCTb paboTaTtb ¢ anemeHTamu CMAH;

*  OCYLLECTBNATb ayAUT CPeACTB 3almThbl;

e yCTaHaB/MBaTb [10BEPUTE/bHbIE OTHOLLEHMS CBOEN 3alLMLLEHHON CETU C CETAMM ApYrnx

YupexxaeHuii.
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5.2 AgmnHuctpartop NCI4H
ApmunHnctpatop WCMOH, COTPYAHUK YUpeXxaeHus, OTBETCTBEHHbIA 3a HACTPOWKY,

BHefpeHne u conposoxaeHne WICMAH. O6ecrieumBaeT (DYHKUMOHWPOBAHME MOACUCTEMBI
ynpasneHua poctynom WCIMAOH ©“  ynonHOMOYeH OCYLLECTBNATL NPEAOCTaBleHWE U
pasrpaHu4eHne LOCTyna KOHeYHoro nosb3osatens (Onepatopa APM) K afeMeHTam XpaHALMM
MNEPCOHa/TbHLIE AaHHbIE.
ApmuHnctpatop NCIMOH 06nagaet cnefytowmm ypoBHEM LOCTYNa 1 3HaHWIA:
o 00nagaer noMHOM WH(oOpMauMein O CUCTEMHOM W MPUKIAAHOM  NPOrpaMMHOM
obecneyveHun NCMAH;
» 006nagaeT NOMHOWN MH(OPMaLME 0 TEXHUYECKUX cpeacTBax U KoHpurypauumn NCMOH;
* VMeeT [OCTYN KO BCEM TEXHWUYECKUM CpeAcTBaM 06paboTKM MH(opMaUMn M AaHHbIM
NCIAH;
» 00nagaeT npaBaMn KOHMUIYpUpPOBaHUA N afMUHUCTPATUBHOW HACTPOMKN TEXHUYECKUX

cpeacts NCT1AH.

5.3 ALMUHUCTpATOp CeTU
ALMUHUCTPATOP CETW, COTPYLAHUK YUpeXXAeHUs, OTBETCTBEHHbIN 3a (DYHKLMOHMPOBaHWe

TeneKOMMyHMKaumoHHon nogcuctembl VICMAH. AOMUHMCTPATOP CETU He MMEET MOSIHOMOYWIA
[Ns ynpasneHnst nogcuctemamy 06paboTKM AaHHbIX U 6E30MacHOCTK.
AJMUHUCTPATOP CeTH 06/1aaeT crefyowymM YpoBHEM A0CTYNa U 3HaHWA:
e 006M1afaeT 4YaCTbl0 MH(OpMaUMM O CUCTEMHOM W MPUKIAAHOM  MPOrpamMMHOM
o6ecneyeHmn NCMAOH;
* 00nafaeT 4acTbio MH(OPMaLLMN O TEXHUYECKMX CpeacTBax u KoHpurypauun VCTOH;
*  VMeeT (M3MYECKUA AOCTYM K TEXHWUYECKUM CpeAcTBaM 06paboTKuM MHGopMaumn u
CpefCcTBam 3allyThl;

* 3HaeT, MO MeHbLLIEN Mepe, OAHO NerasbHOe UMs JOoCTyna.

5.4 Onepatop APM
Onepatop APM, COTPYAHVUK YupexXAeHus,  OCYLeCTBAAOWMA o06paboTky [MAH.

O6paboTka M[H BKIOYAET: BO3MOXXHOCTb npocmoTpa MAH, pyyHoin Beog IMAH B cuctemy
NCMNAH, opmupoBaHMe CMpPaBOK M OTYETOB MO WHGopmauuu, nonyyvenHon wus WCHL,
Onepatop He MMeEeT MONHOMOYMIA ANA YNpaBneHUs MNoAcUCTEMaMM 00pabOTKM [AaHHbIX W
C3rAan.
Onepatop NCIMAH o06nafaeT crefytowmm ypoBHEM LOCTYNa U 3HaHMWIA:
» 0bnagaet BCEMM HeobX0ANMbIMM aTpubyTtammu (Hanpumep, naponem),

obecneymBaroLLMmM LOCTYN K HEKOTOPOMY MOoAMHOXeCTBY IMAH;
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pacnonaraet KOH(*)VI,D.eHLl'VIafIbeIMVI ODaHHBIMW, K KOTOPbIM UMEET AOCTY.

5.5 MporpammucT-paspabotunk NCraH

MporpaMmMCTbI-pa3paboTUNKK (nocTaBLLMKN) NPUKNaaHOro MpOrpaMMHOro
obecneyeHns, obecrneymBatoLLMe ero CONpPOBOXAEHME Ha 3alyiiaemMoM o06bekTe. K aaHHON
rpynne MOryT OTHOCUTbCS KakK COTPYAHWKN YUpexaeHusi, TaK U COTPYAHUKN CTOPOHHMX
opraHunsauui.

Nnyo aToin Kateropuu:

» o06nagaeT MHpopmaumein 06 anropytMax M nporpaMmax 06paboTKM MHpopMaumy Ha
NCnas;

o 006nagaeT BO3MOXHOCTSIMW BHECEHMS OLUMOOK, HeAeKNapupoBaHHbLIX BO3MOXHOCTEN,
nporpaMmHbIX 3aKMafoK, BPefOHOCHbIX MporpaMM B MporpammHoe obecreyeHue
NCIMAH Ha cTagun ee pa3paboTku, BHELPEHWS U COMPOBOXAEHNS;

* MOXET pacrioniaraTb MO6bIMU hparMeHTamn uHdopmaumum o Tononorum WCMOH w

TEXHUYECKMX cpeacTBax 06paboTku 1 3awmTbl MAH, o6pabaTbiBaeMbix B CIAH.

6. TPEBOBAHUA KTIEPCOHAMY MO OBECIMNEYEHWIO SALLNTBI MNAH

Bce coTpyaHUKK YupexaeHus, aensatowmeca nonb3osatenamm VCIMAH, 4OMKHBbI YETKO
3HaTb W CTPOro BbINOMHATL YCTAHOB/IEHHbIE MpaBuia W 0653aHHOCTW M0  A0CTyny K
3almLLaemMbIM 06bEKTAM 1 COBNIOAEHUIO NPUHATONO pexxuma 6e3onacHoct MNAH.

Mpn BCTYNMeHUW B [O/DKHOCTb HOBOr0 COTPYAHMKA HEMOCPeACTBEHHbIM Haya/lbHUK
nofpasfeneHns, B KOTOPOe OH MocTynaeT, 00s3aH OpraHuM3oBaTb €ro 03HaKOM/eHue C
[JO/MKHOCTHOW  MHCTPYKUMEN U HEOOXOAMMbIMU — AOKYMEHTaMW,  pPersiaMeHTUpPYHLWUMK
Tpe6oBaHms no 3awmte TMAH, a TaKke O0O6y4YeHVWe HaBblkaM BbINOSHEHUS  MPOLeAyp,
He0o6X04MMbIX N5 CAHKLUMOHMPOBAaHHOIO 1cnonb3oBaHus NCIAH.

COoTpyAHUK [O/MKEH OblTb O3HAKOM/IEH CO CBEAEHMSAMM  HacToswein [onnuTuKK,
NPUHATBLIX NpoLeayp paboTsl ¢ anemeHTamn VICT1AH n C3MNAH.

CoTpyAHVKM YupexaeHus, WUCNonb3ytowmne TeXHUYeCKMe Cpeactsa ayTeHTUmkaumu,
[O/MKHbI  06ecneynBaTb COXPAHHOCTb  WUAEHTUMPUKATOPOB (3NMEKTPOHHBIX  K/OYern) U He
ponyckatb HC K HUM, a Tak >ke BO3MOXHOCTb WX YTEpU WM UCMO/b30BAHUA TPETbUMU
nmuamun.  Tlonb3oBatesiM  HecyT  MNepCcoHalbHYtd  OTBETCTBEHHOCTb 338  COXPaHHOCTb

UAEHTU(DMKATOPOB.

18



CoTpyaHUKM  YupexxaeHuss  LO/MKHbl - CflefoBaTb  YCTAHOB/IEHHbIM  Mpoueaypam
noAaepxaHuns pexxmma 6esonacHoct MNH npu BbIGOpe M MCNOMb30BaHUU Maposner (ecim He
NCMO/b3YHOTCA TEXHUYECKME CPeCTBa ayTEHTUMKaUNN).

CoTpyaHukM  YupexaeHus  OO/MKHbl  obecrneyvBaTb  Hafexallyr  3awurty
060pyf0BaHNs, OCTaB/seMoro 6e3 nNpucMoTpa, 0CO6EHHO B TeX ClydasiX, Korga B NnomeLleHve
MMET [OCTyn MOCTOPOHHWE nuuya. Bce nonb3oBaTeny [O/MKHbI 3HATb TPebGOBaHWSA MO
6e3zonacHocTn MAH ¥ npoueaypbl 3aWmnTbl 060pYL0BaHNSA, OCTaBfEHHOro 6e3 npucmoTpa, a
TaKXXe CBOM 06513aHHOCTM M0 06eCcneYeHno Takol 3aLUTbl.

CoTpyfH/KaM 3anpeLyaeTcsi ycTaHaB/MBaTb MOCTOPOHHee MPorpaMMHOe ObGecreyeHue,
NOAKNKOYATb /IMYHbIE MOOW/IbHbIE YCTPOCTBA M HOCUTENN MH(IOPMaLMK, a rak e 3anucblBaThb
Ha HUX 3aluLLaeMyro HopMaLmio.

CoTpyaHvKaMm 3arnpeLyaeTcs pasriawarb 3awuiaemMyro MHopmaLmio, Kotopas ctaia UM
N3BECTHA NpPU paboTe C MH(OPMALMOHHBIMK CUCTEMAMU YUpeXKaeHus, TPeTbUM LM,

Mpn pa6ote ¢ MAH B WCIOH COTPYAHUKM YupexaeHus 06s3aHbl 06ecrnevnTb
OTCYTCTBME BO3MOXHOCTM npocMoTpa [MAH TpeTbUMM nuUamMnu ¢ MOHUTOPoOB APM wmun
TepPMUHAI0B.

Mpn 3aBepweHun pabotbl ¢ WCIMOH COTpyAHMKM 06s3aHbl 3awmtute APM  wm
TEPMUHA/IbI C MOMOLLBI0 6/IOKMPOBKM  K/IKOYOM WM 3KBMBASIEHTHOTO CPeACcTBa KOHTPONS,
HarnpvmMep, A4OCTYNOM MO Maposito, eC/IN He UCMOb3YHTCA 60/iee CUMbHbIE CPEACTBA 3aLMThI.

COTpyAHUKM YupexaeHns [0MKHbI ObITb MPOMHAOPMUPOBaHLI 06 Yrpo3ax HapyLUeHWs
pexxuma 6e3onacHocTM TOH M OTBETCTBEHHOCTW 3a ero HapyleHve. OHW [0/MKHbI 6bITb
O3HaKOM/IEHbl C YTBEPXAEHHOW (hOpMasbHON NPOLEeAYPO HANOXKEHUS  AUCLMUMIMHAPHBIX
B3bICKAHWIA Ha COTPYAHWMKOB, KOTOPble HapywwaM MpUHATbIE MOMUTUKY W Npouesypsbl
6esonacHocTu MAH.

CoTpyaHuK/ 006si3aHbl 6e3 npomeasieHns coobwatb 060 BCEX HabMHAaEMbIX WK
NoAo3pUTENbHBIX cnyyasax paboTsl ICIMAH, Morywmx nosneys 3a cob60i yrposbl 6e30MacHOCTH
MAH, a Takke O BbISB/EHHbIX UMK COObITMAX, 3aTparvBarowmx 6esonacHocTb MAH,
PYKOBOZCTBY MOAPa3AeNieHns v nLly, OTBevatoLLemMy 3a HeMe/leHHOe pearnpoBaHue Ha yrposbl

6esonacHoctun MAH.

7. O/MKHOCTHbIE OBA3AHHOCTW NOJIb30OBATENEN MCNAH

[JOMKHOCTHbIE  06513aHHOCTM  nonb3oBaTeneir WCMAH onucaHbl B CRefyoLmMX
LOKYMEHTaXx:

e WNHCcTpyKums agmuHuctpatopa NCIMAH;
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e  VHCTpyKumsa agmuHucTpatopa 6esonacHocTn VICTAH;
e WHcTpykuusa nons3osartens NCIMAH;

*  VHCTpYKUMS Nonb3oBaTtens npu BO3HUKHOBEHNN BHELLTATHbIX CMT)/&LI,I/IVI.

8. OTBETCTBEHHOCTb COTPYAHVNKOB NCIAH YUPEXOEHWNA

B cooTtBeTCcTBMM CO CT. 24 defepanibHOro 3akoHa Poccuiickoit deaepaumn ot 27 nons
2006 1. No 152-903 «O nepcoHa/bHbIX [AaHHbIX» N1MLA, BUHOBHbIE B HapyLleHWN TPeGoBaHWi
[aHHoro defepasbHOrO 3aKoHa, HEeCyT TpaXAaHCKYl0, YronOBHYIO, afMWHUCTPATMBHY!IO,
AUCUMNNHAPHYK0 UM UHYKO NpeAyCMOTPEHHYHO 3aKOHOAaTeNIbCTBOM Poccuiickoin depepaumm
OTBETCTBEHHOCTb.

[JelicTBytollee 3aKoHOAaTenbCTBO P®  no3BonisieT nNpeabsasnsTb  TpeboBaHUA  HO
obecneyeHnto 6esonacHoi paboTbl C 3aWMLiaeMOr  MHGoOpMauMen n npegycmatpuBaeTt
OTBETCTBEHHOCTb 33 HapyLLUeHWe YCTaHOBNeHHbIX MpaBun 3kcniyatauum 3BM u cuctem,
HenpaBOMEpPHbIA  JOCTYN K WH(OpMauMn, ecnm 3T [LeCTBMS NPUBENN K YHUUTOXEHMIO,
610KMPOBaHMIO, MOAUMUKALMM UH(OPMALLMN UIN HapYLLEHWIO paboTbl OBM wnm ceTeld (CTaTby
272,273 n 274 YK P®).

ApmuHnctpatop NCMAOH v agMmuHUCTpaTop 6e30MacHOCTY HeCyT OTBETCTBEHHOCTb 3a
BCE [eNCTBUA, COBEPLLEHHbIE OT UMEHW MX YUETHbIX 3arnuncein UM CUCTEMHBIX YUYETHbIX 3anucei,
eCN He JOKa3aH (haKT HeCaHKLMOHMPOBAHHOIO UCMO/b30BaHNSA YYETHbIX 3aruceil.

Mpy HapylweHusX COTPYAHWKaMKM YupexaeHusi - nonb3osatenein WCMOH npasun,
CBA3aHHbIX C 6e3onacHoCTb0  TMAH, OHW HEcyT OTBETCTBEHHOCTb, YCTaHOB/IEHHYHO
[e/CTBYIOLLMM 3aKOHOLATENIbCTBOM Poccuiickoin depepaumm.

MpunBefeHHbIe Bbille TPeO6OBaHNA HOPMATMBHLIX AOKYMEHTOB MO 3alluMTe MHpopmauum
LO/MKHBI 6bITb OTPaXKeHbl B [M0I0XKEHUAX 0 MOAPa3AeNieHNAX YUpeXKaeHUs, OCYLLECTBAIOLLMX
06paboTky MAH B ICMAH 1 AOMKHOCTHBLIX MHCTPYKLUMSX COTPYAHNKOB YUpeXKaeHus.

Heobxoaumo BHecTH B 0N10XKeHWS 0 NoApas3feNeHnsaX YUpeXKaeHns, OCyLeCTBAAIOLLIMX
o6pabotky MAH B VCMOH cBegeHns 06 OTBETCTBEHHOCTM WX PYKOBOAUTENEN W COTPYAHUKOB
3a pasrnalleHvie M HeCaHKUMOHWPOBaHHYK MOAUPUKauMio (MCKaxeHue, (anbCunKaLmio)
MAH, a Takke 3a HenpaBOMepHOe BMeLIATeNbCTBO B MPOLECCHI UX aBTOMATM3MPOBaHHOM

06paboTKM.
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9. CI'TIMCOK NCIMNOJIb3OBAHHbBbIX NCTOYHUNUKOB

OCHOBHbIMX HOPMAaTMBHO-MPaBOBLIMA U METOAUYECKUMU [OKYMEHTaMW, Ha KOTOPbIX
6asupyeTcs HacTosLLee MoNoxeHWe ABNAIOTCA:

1 depepanbHbIi 3akoH 0T 27.07.2006 1. Ne 152-@3 «O nepcoHabHbIX JaHHbIX» (fanee
- ®3 «O nepcoHaNbHbIX [aHHbIX»), YCTaHaB/MBAOWMIA OCHOBHblE MPUHUMMNLI W YCMOBUA
06paboTku MAH, NpaBa, 0653aHHOCTM 1 OTBETCTBEHHOCTb YYAaCTHMKOB OTHOLLIEHWi, CBA3AHHbIX
c o6paboTKoi MAOH.

2 «lMonoxeHne 06 o6GecneyeHU 6e30MACHOCTU MEPCOHA/IbHBIX [JaHHbIX NpU  UX
06paboTke B MH(OPMALMOHHbLIX CUCTEMAX MNEPCOHa/IbHBIX  AaHHbIX»,  YTBEPXKAEHHOe
MoctaHoBneHnem lMpaBuTtensctea P® ot 17.11.2007 r. Ne 781.

3 «MopsAaoK npoBefeHNA KnacCUpuKauum MHPOOPMALMOHHBLIX CUCTEM MEePCOHaSIbHbIX
[aHHbIX», YTBEPXAeHHbIN coBMeCTHbIM IMpukaszom ®PCTIK Poccum Ne 55, @CB Poccumn Ne g6 1
MuHUH(opmeaaAsn PO Ne 20 ot 13.02.2008 r.

4 «[MonoxeHne 06 0COGEHHOCTAX 06PabOTKM MEPCOHasNbHbIX AaHHbIX, OCYLLECTBISAEMOM
6e3 MCMo/b30BaHNA CPEACTB aBTOMAaTU3aLUK», YTBEPXKAeHHOe MocTaHoBeHEM [paBuUTebCTBA
P® o1 15.09.2008 r. Ne687.

5 «TpeboBaHNA K MaTepuasibHbIM HOCUTENSIM GUOMETPUYECKNX MEPCOHANbHbIX AaHHbIX
N TEXHOMOIMAM XPaHeHWA TakuUX [aHHbIX BHE WH(OPMALMOHHbLIX CUCTEM MePCOHabHbIX
[laHHbIX», YTBepXaeHHble NocTaHoBneHWeM lMNpasutensctea P@ ot 06.07.2008 r. Ne 512.

6 HopmaTnBHO-MeTOAMYECKNE [OKYMEHTbl defepasibHOM CNyXObl MO0 TEXHUYECKOMY W
3KCnepTHOMY KoOHTposnto Poccuiickont Pepepaumn (ganee - PCTIK Poccun) no obecneyeHmto
6e3onacHocTn MAH npu nx obpaboTke B MCIMAH:

7 PekoMeHfaumMm no obecneyeHnto 6e30MacHOCTU MEePCOHaNbHBIX [aHHbIX MpU KX
06paboTke B WMHMOPMALMOHHBLIX CUCTEMAaxX MEepPCOHaNbHbLIX AaHHbIX, YTB. 3aM. [AMpeKTopa
®CTIK Poccum 15.02.08 r. (4CI)

8 OCHOBHble ~ MeponpuATUA MO  OpraHM3auMm U1  TEeXHUYECKOMy obecneyveHuto
6e30MacHOCTM MePCOHaNIbHbIX [aHHbIX, 06pabaTbiBaeMblX B WH(OPMALMOHHLIX CUCTEMaX
nepcoHanbHbIX AaHHbIX, yTB. 3aM. anpekTopa PCTIK Poccun 15.02.08 r. (ACHM)

9 ba3oBasi MofeNb Yrpo3 6e30MacHOCTX MEePCOHa/IbHbIX AaHHbIX MpU MX 06paboTke B
NH(OPMALMOHHBIX CUCTEMax MEePCOHaIbHLIX AaHHbIX, YTB. 3aM. anpektopa ®CTIK Poccum
15.02.08 r. (ACIT)

MeToamka onpefeneHns akTyasbHbIX Yrpo3 6e30MacHOCTY NePCOHaNbHbLIX AaHHBIX MpK
Nx 06paboTKe B MH(OPMALMOHHBIX CUCTEMAX NMEePCOHa/IbHBIX AaHHbIX, YTB. 3aM. AVpeKTopa
®CTOK Poceuun 15.02.08 r. (A4CIT)
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MMpunoxeHwve 1

MnaH - nepeyeHb TEXHUYECKMUX MEPONPUATUIA No obecneyeHnumn GesonacHocTn NCMA

B noacucteme ynpaBneHvs 4OCTYMNOM:

Peann3oBaTb MAEHTUPUKALMIO U MPOBEPKY NOA/IMHHOCTM CYObEKTOB AOCTYMa Npu
BX0fe B onepauuoHHyto cuctemy NCIAH no naposnto yCNoBHO-NOCTOAHHOIO
[eACTBUSA, A/IMHON He MeHee LLIECTM 6YKBEHHO-LMPPOBBLIX CMMBO/IOB;

Peann3oBaTb MAEHTU(NKALMIO TEPMUHAMIOB, TEXHUYECKUX CPeacTB 06paboTku MAH,
y37108 NCIAH, KOMMNbIOTEPOB, KaHaI0B CBA3M, BHeLIHUX ycTpoincts NCIMAH no nx

NOTNYECKUM MMeHaM (afpecam, HoMepam);

Peann3oBaTb MAEHTU(MKALMIO NPOrpaMm, TOMOB, KaTanoros, (aiinos, 3anice,

nonei 3anncein N0 UMeHam;

PeasnM30BaTh KOHTPO/b A0CTYNa CyGbEKTOB K 3allyLLaeMbIM pecypcam B

COOTBETCTBUM C MaTpULIE JOCTYNa;

npy Hanmummn noakntoveHns VICIOH K ceTsim 06LLero nonb3oBaHUs A0/MKHO

MNMPUMEHATLCA MEXKCETEBOE 3IKPaHMPOBaHKE.

[ns obecneyeHns 6e30MacHOro MeXxceTeBoro B3avmMogeiicTens B ICIAH ans

pasHbIX KaccoB H606XOAI/IMO ncnonb3oBatb M3

CpeAcTBo 3aWmThbl OT NPOrpaMMHO MaTeMaTUyecknx Bosaecteuii (MVIB):
Peasm3oBaTb MAEHTU(MKALMIO U ayTEHTU(IMKALMIO CYOBEKTOB A0CTYNa Npu BXOAE B
CpefCTBO 3aliMTbl OT NPOrpaMMHO MaTeMaTuyecknx Bosgenictenin (MMVIB) n nepeq,
BbIMO/IHEHEM UMW NtOGLIX OMepaLyin No ynpasneHUIo yHKUMSMU CpeacTBa
3awmtel ot NMMB no naponto (MM ¢ UCNonb30BaHMEM MHOMO MexaHu3ma
ayTeHTU(MKaLMKN) YCNOBHO-NOCTOAHHOIO AENCTBUA [LJINHOW He MEeHee LLIeCTu

OYKBEHHO-LM(POBLIX CUMBO/I0B;
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He HmXe 5-ro
YPOBHS
3aLMLEeHHOCTH
He HWXe 5-ro
YPOBHSA
3aWMLLEHHOCTHN

K2

+

+

He HWxe 4-ro
YPOBHSA
3alMLLEHHOCTHY
He HWXxe 4-ro
YPOBHS
3alMLLEeHHOCTH

+

+

He Hmxe 3-ro
YPOBHSA
3alMLLEHHOCTH
He Hmxe 3-ro
YPOBHS
3aLMLLEHHOCTH



OcCyLLEeCTBNATb KOHTPO/b NOObIX AENCTBUI CYObEKTOB AOCTYNa N0 YNpaB/eHnto
(hyHKUMAMKM cpeacTBa 3aLmTbl 0T NMB TONbKO Mocne NpoBeAeHUs ero yCneLHom
ayTeHTUUKauuu;

MpefycMOTPeTb MeXaHM3Mbl 6/10KMPOBaHMSA AOCTYNa K cpeacTBaM 3almTbl oT NMB
Mpwv BbINO/IHEHWW YCTaHAB/IMBAEMOI0 HYIC/a HeY4auHbIX MOMbITOK BBOAA Naposs;

Heobxoavmo NpoBOAMTL MAEHTUDMKALNIO (DAANIOB, KAaTasoros, NPorpaMMHbIX
MOJy/leld, BHELLHMX YCTPOWCTB, UCNO/b3YeMbIX CPEACTB 3almThbl 0T NMMB;

B nofcucteme peructpaummn n yyeta:

OcyulecTBnATb perncTpaumio Bxoga (Bbixoga) cyobekTa 4ocTyna B cuctemy (13
CUCTEMBI), MO0 PerncTpaumio 3arpy3km 1 MHULMann3aLmMmn onepaLMoHHON CUCTEMBI
 ee NPOrpaMMHOro oCTaHoBa. Perncrpaums BbIXo4a U3 CUCTEMbI UM OCTAHOBA He
NpPOBOAMTCA B MOMEHTbI annapaTtypHoro oTkntoyeHusa NCIAH. B napameTtpax
perncTpaumm yKasblsatoTcs aata 1 Bpems BxXoaa (Bbixoda) cybbekTa 4oCcTyna B
cuctemy (M3 CMCTEMbI) UMK 3arpy3kun (0CTaHOBA) CUCTEMbI,

MpOBOAWTbL YUET BCEX 3aLlMLLaeMbIX HOCUTeNe MH(opMaL MU C NOMOLLbIO X 060N
MapKMPOBKN U C 3aHECEHMEM YUETHbIX JaHHbIX B XXYpHas1 (YUYETHYHO KapTouKy);

MpoBOAWTL PerncTpaumio BXo4a/Bbixoha CyobekToB A0OCTYNa B CPEACTBO 3alUmTbl OT
MMB, perncTpaumio 3arpyskv 1 MHULMAaIM3aLUmn 3Toro CpeacTea u ee
nporpaMMHOro octaHoBa. B napameTpax permcrpauunn ykasbiBaeTcs Bpemsa 1 garta
BX0/a/BbIx04a CybbeKTa fOCTYNa B CPeACTBO 3aluThbl oT MMB nin
3arpy3kn/ocTaHoBa 3TOro CPeACTBa, a Takke MAEHTU(NKATOp CybobeKTa JOCTyNa,
VNHULMNPOBABLLErO AaHHble AENCTBUS;

MpoBOAUTL PErMCTPALMIO COObITUIA NPOBEPKU N 06HapYyeHns MMB. B napameTpax
PerncTpaLmmn yKkasbIiBaroTCs BPeMs 1 faTa NPOBEPKM Un obHapyxeHus NMVIB,
naeHTUMKaTop CyobeKTa A4oCTyna, MHULMMPOBABLUETNO JaHHbIe AEACTBUS, XapaKTep
BbINO/THAEMbIX AENCTBUIA MO NPOBEPKE, TN 06HAPYXXEHHOI BPeLOHOCHO
nporpammsl (BI), pe3ynbTaT AeinCcTBMIn CPeAcTBa 3aLmMTbl No 610KMpoBaHuo MMVB;
MpoBOAMTb perncTpaumio cobbITUIA N0 BHEAPEHWIO B CPEACTBO 3aliuThl oT MVIB
NnakeToB 0OHOB/EHMIA. B napameTpax perucrpauuy ykasbliBatoTCsi Bpems 1 jata
06HOB/IEHNA, NAEHTUPMKATOP CYyObeKTa JOCTYNa, MHULMUPOBABLLEro JaHHOe
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10

11

12

AelicTBUE BEPCUS M KOHTPO/IbHAs CyMMa nakeTa 0OHOB/EHUS;

MpoBoAMTb perncTpauuio cobbITuIA 3anycKa/3aBepLueHns paboTbl MOAYei cpeacTaa
3awmTbl oT NMMB. B napameTpax peructpaunn ykasbiBatoTca Bpemsa 1 fata
3anycka/3aBepLueHns paboTbl, MAEHTU(NKATOP MOLYNS, NAEHTU(NKATOP CyObeKTa
[0CTYMa, MHULMNPOBABLLErO flaHHOe [eiCTBYE, pe3ybTaT 3anyCcka/3aBepLUeHus
paboThl;

[0/MKHa NPOBOAUTLCA PerncTpaums coobITUiA ynpasneHus CyobekToM fOCTyna
(hyHKUMAMM cpecTsa 3awmThl oT NMMB. B napameTpax perucrpaummn ykasbiBaroTcs
BpeMs 1 fata cobbITMA YNPaB/eHNs KXKA0A PYyHKLUMEN, NOEHTUPUKATOP 1
cneummKaums QyHKUMM, naeHTUgrKaTop cyobekTa 4OCTyna, UHULMMPOBABLLETO
[aHHOe [eicTBMe, pe3ynbTaT AeCTBUS;

MpoBOAMTb PerncTpaumio CoObITUIA NOMNLITOK AOCTYNa NPOrpaMMHbIX CPEACTB K
MoAynam cpefcTsa 3awnuTel oT NMMB nnu cneunansHbIM NoByLLKam. B napameTpax
perucTpaumm yKasbiBaroTca BpeMs 1 faTa nonbITKN JOCTyNa, UAEHTU(NKaTop
MOZY/S, NAEHTU(NKATOP 1 crieuudukaums Mogyna cpefcTsa 3awutsl oT NMVIB
(cneupanbHOM NOBYLLKKM), pe3ynbTaT NOMNbITKA AOCTYNa;

MpoBoAUTbL PErncTpaLuio COObITUIN OTKaTa AN cpeacTsa 3awmTbl oT NMB. B
napameTpax perucTpauum yKasblBatoTCs BPeMS 1 fjaTa cobbITUA OTKaTa,
cneynmKaums LecTBUin 0TKaTa, NAeHTUPMKATOp CyobeKTa 4OCTYNa,
WNHULMNPOBABLLIEr0 AaHHOe AeNCTBUE, pe3ynbTaT AeNCTBUS;

Ob6ecneunTb 3aLmnTy AaHHbIX PErucTpauum oT UX YHUUTOXEHUS U MOAUMDUKAL A
HapyLunTenem;

Peann3oBaTb MexaH13Mbl COXPaHEHNS JaHHbIX PerncTpauun B Cyyae CoKpallleHUs
OTBe/IeHHbIX MO/, HUX PECYPCOB;

Peasn30BaTh MexaHU3Mbl MPOCMOTPA M aHaNM3a IaHHbIX PErUCTPaLMN 1 KX
(GUNbTPaLMK No 3aAaHHOMY Habopy NapameTpoB;
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16

17

19

MpoBOANTL aBTOMATUYECKUIA HENPEPLIBHBIA MOHUTOPUHI COOBITUIA, KOTOPbIE MOTYT
ABNATLCS NPUUMHON peanmsaumn MMB (co3gaHune, peakTUpoBaHue, 3amnmchb,
KOMMUISLMS 06bEKTOB, KOTOPbIE MOrYT cofepXatb BIT).

Peann3oBatb MexaHN3M aBTOMAaTMYECKOro aHa/m3a JaHHbIX perncrpalmm no
WabioHaM TUNOBbIX NPosiBeHWn MMB ¢ aBTOMaTUYeCKNM MX 610KUPOBAHMEM U
yBeIOM/IeHVEM ajMUHICTpaTopa 6e30MnacHOCTY:

MpoBOAMTb HECKONbKO BMAOB YyeTa (Ly6/MpyHOLLMX) C perncTpaumen Bblgadm
(npvema) HocuTenein NHopMaLuu;

OcyLlecTBNATb perncTpaumio Bxoaa (Bbixoaa) Cy6beKToB 10CTYNa B cucTemy (13
CUCTEMbI), MBO PErMCTPALIMS 3arpy3Kn U UHALMANM3aLMA ONepaLMoHHO CUCTEMbI.

OcyLeCTBNATL perncTpanuio Bolgaumn neyarHbiX (rpagmyeckmx) LOKYMEHTOB Ha
«TBEpAY0» Konuio. B napameTpax perncrpaumm ykasbiBarotcs (fata 1 Bpems
Bblgaun (obpalleHns K nogcucTeMe BbiBoAa), CneLuprKauma ycTpoicTaa Bblgadm -
Nornyeckoe nMs (HOMep) BHELLHEro YCTPOICTBA, KpaTKoe CoAepXKaHue
(HaumeHoBaHwue, BUA, LWIMGP, KOL) N YPOBEHb KOHPUAEHLMAILHOCTU JOKYMEHTa,
naeHTUMKaToOp CybbeKTa 4OCTYNa, 3anpoCUBLUENO AOKYMEHT;

OcyLecTBNATL PermcTpaLmio 3anycka (3aBepLueHns) nporpamMmM 1 NpoLLeccoB
(3apaHunia, 3agay), NpegHa3HauYeHHbIX A5 06paboTKM 3awmaeMbIx ¢aiinos. B
napameTpax perucTpaumm yKasblBatoTca fata v Bpems 3arnycka, Ums
(MpeHTUMKaTop) NporpaMmbl (Npouecca, 3afaHuns), UAeHTUGNKaTop CyobekTa
[0CTyna, 3anpocuBLLIEro nporpammy (Mmpowecc, 3afaHue), pesynbTar 3anycka
(ycrneLUHbIin, HeYCrneLLUHbIR - HecaHKLMOHUPOBaHHbIN),

OcyLLeCTBNATL PErncTpauuio NonbITOK A0CTYMNa NPorpaMMHbIX CPeAcTB (Nporpamm,
MpoLeccoB, 3aaY, 3aflaHnin) K 3almuiaeMbiM (hainam. B napameTtpax perucrpawum
yKa3blBatoTCA farta v Bpems NonbITKY JOCTYNa K 3awuiiaeMomy (aiiny ¢ ykasaHnem
ee pesynbTata (ycrewHas, HeycrnewHas - HeCaHKLMOHUPOBaHHas), MAEHTU(NKATOP
cybbeKTa AocTyna, cneumdmKaumsa sawmaeMoro gaina;
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OcyLLeCTBNATL perucTpawmio NonbITOK AOCTYNa NPorpamMmMHbIX CPeACcTB K
CllefyroLWMM A0NONHUTENbHBIM 3aLuLaeMbiM 06beKTaM JOCTyna: TepMUHanam,
KomMnbroTepam, y3nam cetn NCIAH, nuHnAM (KaHanam) CBA3W, BHELUHUM
YCTPOMCTBaM KOMIMbIOTEPOB, NPOrpaMmMam, ToMaMm, Katasioram, (haiinam, 3anucsm,
nonsam 3anuceid. B napameTpax perncrpaumm ykasbiBaroTcs garta v Bpems NonbITKu
[0CTYNa K 3aWyLLaeMomMy 00beKTY C yKasaH1eM ee pesysbTara (YCrneLuHas,
HeycrneLlHas - HecaHKLMOHMPOBaHHas), NaeHTU(MKaTop cybbekTa ocTyna,
cneymiukaums 3almLLaemMmoro oobekTa - fiormyeckoe nvs (Homep);

MpoBOAMTb YHET BCEX 3alLMLLaEMbIX HOCUTENe MH(OPMaLMKN C MOMOLLbHO UX
MapKMPOBKN W C 3aHECEHVEM YUETHbIX JaHHbIX B XXYpPHas (YYETHYIO KapTouKy);
OcyLecTBNsATb 04MCTKY (06HYNeHME, 06e31MUMBaHME) 0CBOOOXKAaeMbIX 061acTei
OnepaTuBHOM MamsT KOMMbIOTEPOB U BHELLUHMX HakonuTteneid. OuncTKa
OCYLLECTBNAETCA OAHOKPATHOM NPOM3BO/IbHON 3anmncbio B 0CBOOGOXKAaeEMYH 06/1acTb
namsTK, paHee UCMO/b30BaHHYHO A1 XPaHEHUA 3aLlMLLIaeMbIX AaHHbIX ((ainnos,
MHopMaumn);

B noacucteme obecneyeHms LeNOCTHOCTU:

O6ecneunTb LENOCTHOCTb MNPOrpamMMHbIX CPeAcTB 3almTbl B coctaBe C3MAH, a
TaKXKe HEM3MEHHOCTb NPOrpamMMHON cpefbl. Mpu 3TOM LeNOCTHOCTb CPEACTB 3aUThl
MPOBEPSAETCA NPY 3arpy3ke CUCTEMbI MO HAIMUYNIO UMEH (MAEHTUPUKATOPOB)
KOMNOHeHT C3MAH, LenocTHOCTb NPOrpamMmmMHONA cpefbl 06ecrneynBaeTcs
otcyTtcTemem B VICTAH cpeacts pa3paboTKu 1 OTNaAKW NPOrpamm;
OcyLecTBnsaTb uandeckyto oxpaHy VICMOH (YCTPOMCTB 1 HOCUTeNeln
NHpopMaLmK), NpeagycmaTprBaroLas KOHTPo b focTyna B noMelleHns NCTAH
MOCTOPOHHUX /UL, Ha/luMe HafeXHbIX MPensaTCTBUM ANs HeCaHKLMOHMPOBAHHOI O
NPOHWKHOBEHWS B NomeLeHns NCIMOH 1 XpaHUnuLLe HOCUTENen NHhopMaLui;
MpoBoanTbL Neproanyeckoe TecTuposaHue yHKUMin C3MNAH npu M3MeHeHUn
nporpaMmMHoin cpeabl 1 nepcoHana NCIOH ¢ NOMOLLbH TeCT-Nporpamm,
NMUTUpYoLWKX nonbiTkn HCA,

[OMKHBI ObITb B HUIMUMK CpeacTBa BoccTaHoBeHUs C3MAH, npefycmaTtpusatoLLme
BeAeHve 4BYX KOMWIA NPOrpaMMHbIX CPeACTB 3aliMTbl MHopMaumun, nx
nepuoanyeckoe 06HOBMIEHME N KOHTPO/b paboTOCNOCOOHOCTH;
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MpoBOAWTL NPOBEPKY LiENOCTHOCT MOAYNeN CpefcTBa 3almTbl oT MMB,
HEOOXOAMMbIX [/19 er0 KOPPEKTHOro (hyHKLMOHMPOBAHNWS, NpW ero 3arpyske ¢
NCMONb30BaHNEM KOHTPOJIbHBIX CYyMM,;

O6ecneunTb BO3MOXHOCTb BOCCTaHOB/IEHUSA CpefCcTBa 3awuThl 0T MNMMVIB,
npegycMarpusaroLLas BefileHne [BYX KOMWA MPOrpaMMHOIo CPeLCTB 3aluThl, ero
nepuoanyeckoe 06HOBNEHME Y KOHTPO/b PaboTOCNOCOGHOCTY;

Peann3oBaTb MexaHV3Mbl NMPOBEPKY LieNOCTHOCTU MakeToB 0GHOBNEHWIA CpeacTBa
3awnTel oT NMMB ¢ Mcnonb30BaHNEM KOHTPO/bHbLIX CYyMM;

MpoBoAUTbL pe3epBHOe KomnmposaHue MH Ha 0TUYXKAaeMble HOCUTENIM MH(OPMALN;

B nogcucteme aHTUMBMPYCHOIA 3aLUMTbI:

MpoBOAWTL aBTOMaTUYECKYHO MPOBepKY Ha Hanmune Bl wnn nocneactauii NMB
npv umnopte B UCIMH BCeX NporpaMMHbIX MoAyei (NpuKnagHbIX Nporpamm),
KOTOpble MOTYT cogepxkaTb BIT, No nx TMMNOBbIM LLA6/I0HAM 1 C MOMOLLbIO
3BPUCTUYECKOr0 aHan3a;

Peasn3oBaTb MexaH/3Mbl aBTOMATUYECKOr0 6/10KMPOBaHWs 06HapY>KeHHbIX Bl
nyTem UX YAaNeHNs U3 NPOrpamMMHbIX MOAYEA NN YHUUTOXEHNS,

PerynspHo BbINOMHATL (NPKY NepBom 3anycke cpeacTs 3awuTol MAH oT MMB n ¢
yCTaHaB/IMBaeMOM NePUOLNYHOCTbLIO) NPOBEPKA Ha NPeAMET Hamumnsa B HX BIT;

JomkHa nHMumMmpoBsartbca asTomatnyeckas nposepka VICTOH Ha npeAMET Hannyms
Bl npu BbisiBneHnn dakta NMMB;

Peannm3oBaTb MexaHM3M OTKaTa A/19 YCTaHaB/IMBaeMOro Y1csa onepauui yaaneHus
Bl 13 onepaTMBHOA UM NOCTOAHHON NaMATK, U3 NPOrPaMMHbIX MOAY/IeR 1
NPUKNaAHbIX NporpaMM UM NporpaMMHbIX CPeACTB, cogepxxatuux Br.
JononHutensHo B CTOH fO/MKEH NPOBOANTLCA HEMPEPbIBHbIA aBTOMATUYECKUI
MOHUTOPUHT MH(OPMALMOHHOro 06MeHa C BHELLIHEN CETbIO C LIeNbHO BbisBeHWs BIT.
KoHTtponb otcyTcteus HAB B MO C3U
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[ns nporpaMmHOro obecrneyeHus, UCNoIb3yeMOro npuy 3alumTe MHpopMaLmn B
NCMNAH (cpeacTs 3awmTbl MHGopmauum - C3W, B TOM YAC/E U BCTPOEHHbIX B

1 06LLecncTeMHOE 1 NPUKIAAHOE NporpaMmMHoe obecriedeHue - MO), AoKeH ObITh + + +
o6ecneyeH COOTBETCTBYIOLLMI YPOBEHb KOHTPONA OTCYTCTBUS B HeM HAB (He
[eKNaprpoBaHHbIX BO3MOXHOCTEN).

Vii O6Hapy>xeHne BTOpXKeHuiA B CIMAH

OG6Hapy>XeHne BTOPXKeHWUIA AOMHKHO 06ecrneymBaTbesi MyTemM UCMO/b30BaHUA B
coctase VICIAH nporpaMmmMHbIX UAX NPOrpaMMHO-annapaTHbIX CPeacTs (CucTem)
06HapyxeHna BTopxxeHuii (COB).

HeobxoanMo 06513aTeNbHOE UCMOMb30BaHWE CUCTEMbI 0BHAPYXKEHS CETEBbIX aTak,

CNOMb3YHOLLME CUTHATYPHbIE METOAbI aHaNM3a

Heobxoanmo 06s13aTeNbHOe UCMOMb30BaHKE CUCTEMbI 06HAPYXKEHUS CETEBbIX aTak,

CMOMb3YIOLLME CUTHATYPHbIE METO/bI aHA/IM3a U METO/Ibl BbISIBNIEHWS aHOMa/MiA
VIl 3awmta VCMAH ot M3MUH

[N 06paboTKM MH(OPMALIMM HEOBXOAMMO MCMoNb3oBaTk CBT, yA0BNETBOPSHOLLME

Tpe6oBaHUAM CTaHAApPTOB Poccuiickoit deaepaLui No aNeKTpoMar HUTHOM

COBMECTMMOCTHU, MO 6e30MacHOCTM 1 3proHOMUYECKIUM TPeGOBaHUSM K CpecTBaM
MTAANSHIPIMA WArBI>AMATT M M TG LW TTPETTSBTTSIMETM v

BUAEOAWCII/IENHBIM TepMuHanam M3BM (Hanpumep, FTOCT 29216 91, FTOCT P
50948-2001, MOCT P 50949-2001, MOCT P 50923 96, CaHllNuH 2.2.2.542 96).
IX OueHka cooTtBetcTBua VICMAOH TpeboBaHuAM 6e3onacHocTy MAH
MpoBecTy 0653aTeNIbHY0 CepPTUPUKaLMIO (aTTecTalunio) no TpeboBaHNAM
6e30nacHOCTV MH(opMaLWuK;
[eknapyupoBaTtb COOTBETCTBME UM 0053aTe/bHYHO CepTU(MKaLMIO (aTTecTaumio) no
TpeboBaHMsAM 6e30MacHOCTM MH(opMaLmMK (MO peLLeHNIo oneparopa);

MpumeyaHve: Ona NCMOH 4 knacca nepeyveHb MepornpuaTvii no 3awmte MNJH onpeaensetcs B 3aBUCUMOCTU OT yulepba

KOTOprI7I MOXET ObITb HAHECEH B CNeacTBMN HECaHKLUMOHNPOBAHHOIO WX HenpeaHaMepeHHoro goctyna K MNAH.
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